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Course Structure of M.Tech. Program in Defense Technology with an option 
convert in M.Tech.+Ph.D. program (from AY 2023-24) 

 
Minimum Educational Qualification: Four-year Bachelor’s degree in Engineering with 
first division/ first class as defined by the awarding Institute/ University for Indian 
applicants and equivalent to international applicants, as assessed by the Institute. 
Relaxation of 5% in qualifying degree is applicable for SC, ST, and PwD applicants.  
 
Qualifying Examination: Minimum 2 years of experience in Defense Laboratory / ISRO 
/ Defense Industry / Equivalent, limited associated industry 
 
Categories of Admission:  
Indian Students: Only for Highly motivated sponsored candidate (SW) from highly 
reputed defense R & D organizations such as DRDO, ISRO, BHEL, ADE, ADA, etc. and 
highly reputed defense Industries; (ii) Defense Forces (DF): Candidates sponsored by 
the Defense Forces.  
 
Duration of Program: 2 years on full-time basis.  
 
Intake: 15 
 
Course Structure of 2-Year Full Time M. Tech. Program in Defense Technology 
1st Year: Semester-I 

Course Code Course Title Contact hours 
(L-T-P) 

Credit 

DT 601 Engineering Mathematics 2-1-0 3 
DT 603 Design of Experiments through Case Studies 1-2-0 3 
DT 651 Systems Design Laboratory 0-1-4 3 
ZZ XXX Elective-I  X-X-X 3 
ZZ XXX Elective-II X-X-X 3 
ZZ XXX Elective-III  X-X-X 3 

Total minimum credits earned during the semester 18 
Additional course (as per the requirement basis) 
HS 641 English Communication Skills 2-0-2 PP/NP 

 
1st Year: Semester-II 

Course Code Course Title Contact hours 
(L-T-P) 

Credit 

ZZ XXX Elective-IV X-X-X 3 
ZZ XXX Elective-V  X-X-X 3 
ZZ XXX Elective-VI X-X-X 3 
ZZ XXX Elective-VII X-X-X 3 
DT 698 PG Seminar course  0-2-0 2 

Total minimum credits earned during the semester 14 
 
2 nd Year: Semester–III 

Course code  Course Title L-T-P Credits 
DT 799 M. Tech. Research Project (Stage-I) 0-0-36 18 

Total minimum credits to be earned during the semester 18 
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2 nd Year: Semester–IV 
Course code Course Title L-T-P Credits 
DT 800  M. Tech. Research Project (Stage-II) 0-0-36 18 

Total minimum credits to be earned during the semester 18 
Total minimum credits to be earned during the program 68 

 
@ In addition to this course list, a student can also opt from the PG courses being offered 
by the other disciplines.  
 
NOTE:  

1. Request for conversion from M.Tech. to M.Tech. + Ph.D. dual degree will be 
considered after evaluating the research potential of the promising and 
motivated PG students at the end of the third semester of their program.  
 

2. If a student opts for the Dual Degree Program but cannot complete the 
requirements of a Ph.D., an exit option with the M.Tech. degree can be earned at 
the end of the final semester of the normal M.Tech. Program by getting the 
M.Tech. Research Project examined in the standard manner as per the 
requirements for the award of an M.Tech. degree. 
 

3. The enhancement in the scholarship will be from the beginning of the fifth 
semester or from the date on which all requirements for the award of M.Tech. 
degree are fulfilled, whichever is later. 
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Course Structure of M.Tech. Degree Program in Communication and Information 
Systems with specialization in VLSI Design & Nano-electronics 

 (From AY 2025-26 Onwards) 
 

Minimum Educational Qualification:  Four-year Bachelor’s degree in 
Telecommunication & Information Technology (SODE/TES/GEEO) or Computer 
Technology or Computer Science Engineering or Information Technology or AI/ ML OR 
Data Sciences or Cyber Security od Digital Forensics Electronics or equivalent from 
MCTE/ MCEME/ CME / any civil recognized institution/ university   
(SODE: Signals Officers Degree Engineering, TES: Technical Entry Scheme, GEEO: 
Graduate Entry Equipment Orientation) 

AND 
He/ She must be Serving Defense (Army) Officer who meets the essential service and 
other requirements of SOATE (Signal Officers Advanced Technology Engineering) 
course. 
  
Qualifying Examination:   The selection will be based on interview for the candidates 
recommended by the MCTE Mhow/ Indian Army 
 
Intake:   Up to 10 students as sponsored by MCTE in each specialization  
 
Duration of Program: 2 years (3 Months Non-Credit for Problem Definition Statement 
(PDS) Research course at MCTE starting in March/April every year, course work at IIT 
Indore for semester I and II and MTech thesis work at parent organization.) Registration 
/Enrollment and one week Orientation at IIT Indore and MCTE Mhow in April. 
  

1st year, semester at MCTE Mhow (03 Months) from April to June duration for 
Problem Definition Statements (PDS) Research 
 
 1st year Contact Semester-I at IIT Indore (04 Months) 

Course Code Course Title Contact 
hours 

(L-T-P) 

Credit 

EE 621 / EE 421 MOS Devices & Modeling 2-1-0 3 
EE 622 / EE 422 Digital Circuit Design 2-1-0 3 
EE 635 / EE 435 VLSI Technology 2-1-0 3 
EE 651 Digital Circuit Design Laboratory 0-0-4 2 
EE 653 Discrete Device Fabrication and 

Characterization Lab 
0-1-4 3 

ZZ XXX Elective-I 2-1-0 3 
Additional Learning jointly by IITI and MCTE Mhow   
CIS 601 Defence Strategic Communication 

Networks  
0-2-2 3  

CIS 603 Military Tactical Communication 
Networks  

0-1-2 2 

Total minimum credits earned during the semester 22 
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1st year Contact Semester-II at IIT Indore (04 Months) 

Course Code Course Title Contact hours 
(L-T-P) 

Credit 

EE 629 / EE 429 Nanotechnology and Nanoelectronics 2-1-0 3 

EE 638/ EE 438 System on Programmable Chip Design 2-1-0 3 

EE 640 / EE 440 Analog and Mixed Signal IC Design 2-1-0 3 

EE 652 System on Programmable Chip Design 
Lab 

0-0-4 2 

EE 654 Analog and Mixed Signal IC design Lab 0-0-4 2 
EE 698 PG Seminar course 0-2-0 2 
ZZ XXX Elective-II 2-1-0 3 
Additional Learning jointly by IITI and MCTE Mhow   

ZZ XXX Military Data Networks: Management, 
Analysis, Security 

0-2-2 3 

ZZ XXX Electro-Magnetic Spectrum Operations 0-1-2 2 

Total minimum credits earned during the semester 23 

 
Contact Semester at MCTE for Military specific subjects /courses and PDS /Project 
work (04 Months) under control of MCTE Mhow and IIT Indore for Project work 
(04 Months Contact) 

Course Code Course Title Contact hours 
(L-T-P) 

Credits 

CIS 798 M. Tech. Research Project (Stage-I) 
jointly by IITI and MCTE at both 
locations 

0-0-20 10 

 
2nd Year 1st   Non-Contact Semester for PDS/Project work (04 Months Non-
Contact) 
 

Course Code Course Title Contact hours 
(L-T-P) 

Credits 

CIS 799 M. Tech. Research Project (Stage-II) 0-0-26 13 

 
2nd Year 2nd   Non-Contact Semester for PDS/Project work (04 Months non-
Contact) 

Course Code Course Title Contact hours 
(L-T-P) 

Credits 

CIS 800 M. Tech. Research Project (Stage-III) 0-0-26 13 

Total minimum credits to be earned during the program 81 
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Suggested Electronics Engineering courses for Elective-I @ 
Course Code Name of the course Contact 

hours 
(L-T-P) 

Credits 

EE 605 Nanotechnology 2-1-0 3 

EE 625 VLSI Signal Processing 2-1-0 3 

EE 631/ EE 431 Organic Electronics 2-1-0 3 

EE 641/ EE 441 Advanced Signal Processing 2-1-0 3 

EE 648/ EE 448 Antennas and Propagation 2-1-0 3 

EE 701 Time Frequency Analysis 2-1-0 3 

EE 721 Embedded Systems and Computing 2-1-0 3 

EE 725 RF-IC Design 2-1-0 3 

EE 726 Testing and Verification of VLSI 
Circuits 

2-1-0 3 

 
Suggested Electronics Engineering courses for Elective-II @ 

Course Code Name of the course Contact 
hours 

(L-T-P) 

Credits 

EE 610/ EE 410 Power       Electronics       Application       
to Power Transmission 

2-1-0 3 

EE 624 Interface Effects in Electronic Devices 2-1-0 3 

EE 626/ EE 426 MOSFET Reliability Issues 2-1-0 3 

EE 628/ EE 428 Advanced Memory Technology 2-1-0 3 

EE 634/ EE 434 Semiconductor Based Sensors 2-1-0 3 

EE 722 IC Design for IoT System 2-1-0 3 

EE 724/ EE 424 Advanced Micro-processes and 
Nanotechnology 

2-1-0 3 

EE 728 Architectural Design of ICs 2-1-0 3 
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Course Structure of M.Tech.  Degree Program in Communication and 

Information Systems with specialization in AI-ML / Cybersecurity 

(From AY 2025-26 Onwards) 

 
Minimum Educational Qualification:  Four-year Bachelor’s degree in 
Telecommunication & Information Technology (SODE/TES/GEEO) or Computer 
Technology or Computer Science Engineering or Information Technology or AI/ML OR 
Data Sciences or Cyber Security or Digital Forensics Electronics or equivalent from 
MCTE/ MCEME/ CME/ any civil recognized institution/ university   
(SODE: Signals Officers Degree Engineering, TES: Technical Entry Scheme, GEEO: 
Graduate Entry Equipment Orientation) 
AND  
He/ She must be Serving Defense (Army) Officer who meets the essential service and 
other requirements of SOATE (Signal Officers Advanced Technology Engineering) 
course.  
 
Qualifying Examination:   The selection will be based on interview for the candidates 
recommended by the MCTE Mhow/ Indian Army. 
 
Intake: Up to 10 students as sponsored by MCTE in each specialization.  
 
Duration of Program: 2 years (3 Months Non-Credit for Problem Definition Statement 
(PDS) Research course at MCTE starting in March/April every year, course work at IIT 
Indore for semester I and II and MTech thesis work at parent organization.)  
 

Registration/ Enrollment and one week Orientation at IIT Indore and MCTE Mhow in 
April.  
 
1st year Semester at MCTE Mhow (03 Months) from April to June Duration for 
Problem Definition Statements (PDS) Research  
 
 1st year Contact Semester-I (Aug-Nov) at IIT Indore (04 Months) 

Course 
Code 

Course Title Contact 
hours 

(L-T-P) 

Credit 

CS 636 Mathematics-I: Linear Algebra and 
Probability 

2-1-0 3 

CS 639 Computing Foundations: Operating Systems 1-0-2 2 

CS 641 Computing Foundations: Compiler Design 1-0-1 1.5 

CS 643 Computing Foundations: Computer 
Architecture 

1-0-1 1.5 

CS 411/ CS 
611 

Advanced Algorithms 2-1-0 3 

ZZ XXX Elective-1 X-X-X 3 

CS 653 Programming Lab 1-0-4 3 

Additional Learning jointly by IITI and MCTE Mhow   
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CIS 601 Defence Strategic Communication Networks  0-2-2 3 

CIS 603 Military Tactical Communication Networks  0-1-2 2 

Total minimum credits earned during the semester 17+5=2
2 

Term Break of 01 Month 
 
1st year Contact Semester-II (Jan-April) at IIT Indore (04 Months) 
Course Code Course Title Contact 

hours  
(L-T-P) 

Credit 

CS 637 Mathematics-II: Theory of 
Computation and 
Graph Theory 

2-1-0 3 

ZZ 6XX Elective-2 X-X-X 3 

 Bucket -1 (AI-
ML) 

Bucket -2 
(Networking 
and Cyber 
Security) 

  

CS 4XX/ CS 6XX Elective-3 Elective-3 X-X-X 3 

CS 4XX/ CS 6XX Elective-4 Elective-4 X-X-X 3 

CS 4XX/ CS 6XX Elective-5 Elective-5 X-X-X 3 

CS 698 PG Seminar Course 0-2-0 2 

Additional Learning jointly by IITI and MCTE Mhow   

CIS 602 Military Data Networks: 
Management, Analysis, Security  

0-2-2 3 

CIS 604 Electro-Magnetic Spectrum 
Operations 

0-1-2 2 

Total minimum credits earned during the semester 17+5=22 

 
Contact Semester at MCTE for Military specific subjects /courses and PDS 
/Project work (04 Months) under control of MCTE Mhow and IIT Indore for 
Project work (04 Months Contact)  

Course 
Code 

Course Title Contact hours 
(L-T-P) 

Credits 

CIS 798  M. Tech. Research Project (Stage-I)  
Jointly by IITI and MCTE at MCTE and/or IITI 

0-0-20 10 

 
2nd Year 1st Non-Contact Semester for PDS/Project work (04 Months Non-
Contact) 

Course 
Code 

Course 
Title 

Contact hours 
(L-T-P) 

Credits 

CIS 799 M. Tech. Research Project (Stage-II) 0-0-26 13 

 
 2nd Year 2nd   Non-Contact Semester for PDS/Project work (04 Months non-
Contact) 
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Course 
Code 

Course 
Title 

Contact hours 
(L-T-P) 

Credits 

CIS 800 M. Tech. Research Project (Stage-III) 0-0-26 13 

Total minimum credits to be earned during the program 80 

 
Courses for Sem I Elective-I @   

Course 
Code 

Cours
e 

Title 

Contact 
hours 

(L-T-P) 

Credits 

CS 634/ CS 434/ 
CS 334 

Wireless Networks & Applications 
 

2-1-0 3 

CS 619/ CS 419  Computer Vision 2-1-0 3 
ME 644/ ME 444 Robotics 2-1-0 3 

 
Courses for Sem II Elective-II@ 

Course 
Code 

Cours
e Title 

Contact 
hours 

(L-T-P) 

Credits 

CS 617/ CS 417 Cryptography & Network Security 2-1-0 3 

  CS 603/ CS 403 Machine Learning 2-1-0 3 

CS 620/ CS 420 Embedded Systems 2-1-0 3 
CS 446/ CS 646 Distributed Network Algorithms 2-1-0 3 

 
 

Courses for Elective-III, IV and V from AI / ML Basket 

Course Code Course Title Contact hours 
(L-T-P) 

Credits 

CS 601 / CS 401 Soft Computing 2-1-0 3 

Cs 614 / CS 414 Cloud Computing Applications 2-1-0 3 

CS 606 / CS 406 Data Mining and Warehousing 2-1-0 3 

CS 609 / CS 409 Advanced Topics in DBMS 2-1-0 3 

CS 635 / CS 435 Deep Learning 2-1-0 3 

CS 625/ CS 425 Natural Language Processing 2-0-2 3 

CS 632 / CS 432 Reinforcement Learning 2-0-2 3 

CS 701  Selected Topics in Advanced 
Algorithms 

2-1-0 3 
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Courses for Elective-III, IV and V from Network & Cyber Security Basket 

Course Code Course Title Contact hours 
(L-T-P) 

Credits 

CS 616 / CS 416 Service Oriented Systems 2-1-0 3 

CS 618 / CS 418 System and Usable Security 2-1-0 3 

CS 627 / CS 427 Advanced Computer Networks 2-1-0 3 

CS 626 / CS 426 Foundations of Cyber Physical System 2-1-0 3 

CS 628 / CS 428 Algorithmic Graph Theory 2-1-0 3 

CS 622 / CS 422 Numerical Simulation 2-0-2 3 

CS 630 / CS 430 Data Center Networking 2-0-2 3 

CS 701  Selected Topics in Advanced 
Algorithms 

2-1-0 3 

CS 440/640 Distributed Network Algorithms 2-1-0 3 

@ In addition to this course list, a student can also opt from the PG courses being 
offered by the other depts. 
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Course Structure of M.Tech.  Degree Program in Communication and 
Information Systems with specialization in Communication and Signal 

Processing 
(From AY 2025-26 Onwards) 

 
Minimum Educational Qualification:  Four year Bachelor’s degree in 
Telecommunication & Information Technology (SODE/TES/GEEO) or  Computer 
Technology or Computer Science Engineering  or Information Technology or AI/ML OR 
Data Sciences or Cyber Security od Digital Forensics Electronics or equivalent from 
MCTE/MCEME/ CME / any civil recognized institution/university   
 
(SODE : Signals Officers Degree Engineering TES: Technical Entry Scheme GEEO: 
Graduate Entry Equipment Orientation) 
AND  
He /She must be Serving Defense (Army) Officer who meets the essential service and 
other requirements of SOATE (Signal Officers Advanced Technology Engineering) 
course  

 
Qualifying Examination:   The selection will be based on interview for the candidates 
recommended by the MCTE Mhow/ Indian Army 
 
Intake:   Up to 10 students as sponsored by MCTE in each specialization  
 
Duration of Program: 2 years (3 Months Non-Credit for Problem Definition Statement 
(PDS) Research course at MCTE starting in March/April every year, course work at IIT 
Indore for semester I and II and MTech thesis work at parent organization.)  
 

Registration /Enrollment and one week Orientation at IIT Indore and MCTE Mhow in 
April  
 
1st year Semester at MCTE Mhow (03 Months) from April to June Duration for 
Problem Definition Statements (PDS) Research 
 
  1st year Contact Semester-I at IIT Indore (04 Months) 

Course Code Course Title Contact hours 
(L-T-P) 

Credits 

EE 603 Optimization Techniques 2-1-0 3 

EE 641/ EE 
441 

Advanced Signal Processing 2-1-0 3 

EE 643 Detection and Estimation Theory 2-1-0 3 

EE 701 Time-Frequency Analysis 2-1-0 3 

ZZ XXX Elective-I X-X-X 3 

Additional Learning jointly by IITI and MCTE 
Mhow 

 

CIS 601 Defence Strategic Communication 
Networks  

0-2-2 3 

CIS 603 Military Tactical Communication 
Networks  

0-1-2 2 
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Total minimum credits earned during the semester 15 + 5= 20 

Term Break of 01 Month 
 
1st year Contact Semester-II at IIT Indore (04 Months) 

Course Code Course Title Contact hours 
(L-T-P) 

Credits 

EE 642 Wireless Communication 2-1-0 3 

EE 644 Image Processing 2-1-0 3 

EE 646/ EE 446 Information and Coding Theory 2-1-0 3 

EE 740 Speech Signal Processing 2-1-0 3 

ZZ XXX Elective-II X-X-X 3 

EE 698 PG seminar course 0-2-0 2 

Additional Learning jointly by IITI and MCTE Mhow  

CIS 602 Military Data Networks: 
Management, Analysis, Security  

0-2-2 3 

CIS 604 Electro-Magnetic Spectrum 
Operations 

0-1-2 2 

Total minimum credits earned during the semester 17+5 = 22 

 
Contact Semester at MCTE for Military specific subjects /courses and PDS /Project 
work (04 Months) under control of MCTE Mhow and IIT Indore for Project work 
(04 Months Contact) 

Course 
Code 

Course Title Contact hours 
(L-T-P) 

Credits 

CIS 798 M. Tech. Research Project 
(Stage-I) jointly by IITI and 
MCTE at both locations 

0-0-20 10 

 
2nd  Year 1st   Non-Contact Semester for PDS/Project work (04 Months Non-
Contact) 

Course 
Code 

Course Title Contact hours 
(L-T-P) 

Credits 

CIS 799 M. Tech. Research Project (Stage-
II) 

0-0-26 13 

 
 
2nd Year 2nd   Non-Contact Semester for PDS/Project work (04 Months non-
Contact) 

Course 
Code 

Course Title Contact hours 
(L-T-P) 

Credits 

CIS 800 M. Tech. Research Project (Stage-
III) 

0-0-26 13 

Total minimum credits to be earned during the program 78 
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Courses for Elective-I @ 

Course Code Course Title Contact hours 
(L-T-P) 

Credits 

EE 625 VLSI Signal Processing 2-1-0 3 

EE 645 Mathematical Methods for Signal 
Processing 

2-1-0 3 

CS 617/ CS 417 Cryptography & Network 
Security 

2-1-0 3 

 
Courses for Elective-II @ 
Course Code Course Title Contact hours 

(L-T-P) 
Credits 

EE 622/ EE 422 Digital Circuit Design 2-1-0 3 

EE 628/ EE 428 Advanced Memory Technology 2-1-0 3 

EE 648/ EE 448 Antennas and Propagation 2-1-0 3 

EE 742 MIMO Wireless Communications 2-1-0 3 

ME 644/ ME 
444 

Robotics 2-1-0 3 

CS 601/ CS 401 Soft Computing 2-0-2 3 

CS 606/ CS 406 Data Mining and Data 
Warehousing 

2-0-2 3 

CS 618/ CS 418 Systems and Usable Security 2-1-0 3 

@ In addition to this course list, a student can also opt from the PG courses being 
offered by the other Depts. 
 
Subject which are opted from other departments:   HS 641 , ME 644 , CS 601, CS 606, 
CS 617, CS 618 
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The Syllabus of the following four additional learning courses jointly taken by IITI and 
MCTE Mhow were also resolved and approved by the Senate. 

SI 
No. 

Course 
Code 

Course Title Contact 
hours 

(L-T-P) 

Credit 

1. CIS 601 Defence Strategic Communication Network 0-2-2 3 
2. CIS 603 Military Tactical Communication Network 0-1-2 2 
3. CIS 602 Military Data Networks (Management, 

Analytics and Security Policies) 
0-2-2 3 

4. CIS 604 Electro Magnetic Spectrum Operations 
(EMSO) 

0-1-2 2 
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Course Structure of Ph.D. Program in Defense Technology by Center of Futuristic 
Defense and Space Technology (CFDST) (from AY 2023-24) 

 
Minimum Educational Qualification: Masters’ degree (with first division as defined 
by the awarding Institute/ University) in the relevant areas of Engineering (Mechanical 
Engineering/Technology- Machine/system design/ Thermal Engineering/Heat 
Power/Energy Materials/Fluids & Thermal Engineering/Manufacturing 
Engineering/Industrial Engineering/Production Engineering/Reliability 
Engineering/CAD/CAM/Automobile Engineering; Metallurgical Engineering/Material 
Science and Engineering/Nanotechnology/Nanotechnology/Ceramics 
Engineering/Chemical Engineering; Electrical/Electronics/Electronics & 
Communication/Instrumentation and Control Engineering/Communications & signal 
processing/VLSI/Nanoelectronics/Image processing/Speech processing/RF-
Microwave/ Power electronics/Power systems/Control systems; Computer Science 
Engineering/Information Technology/Software Engineering/Data Science/Data 
Analytics; Civil Engineering/Structural Engineering/Water & Hydrology; Aerospace 
Engineering/Space Engineering/Aeronautics). (Relaxation of 5% in CPI/ CGPA/ 
Percentage of the qualifying degree is applicable for Indian applicants belonging to SC, 
ST and PwD categories) 

 
Qualifying Examination: Nil 
 
Minimum work experience: Minimum two years of experience in Defense Laboratory/ 
ISRO/ Defense Industry/ Equivalent limited associated industry/Defense Forces. 
 
Categories of Admission:  
Indian Students: Only for Highly motivated sponsored candidate (SW) from highly 
reputed defense R&D organizations such as DRDO, ISRO, BHEL, ADE, ADA, etc. and 
highly reputed defense Industries; (ii) Defense Forces (DF): Candidates sponsored by 
the Defense Forces.  
 
Course Structure Ph.D. Program in Defense Technology 
 
A) Semester-I (autumn / spring) 

S. 

no. 

Course code Course Title L-T-P-Credits 

1 ZZ xxx  Elective-I  x-x-x-3 

2 ZZ xxx  Elective-II  x-x-x-3 

3 ZZ xxx  Elective-III x-x-x-3 

4 DT 797* / DT 798*  Ph.D. Seminar Course  0-2-0-2 

 
B) Semester-II (autumn / spring) 

S. 

no.  

Course code  Course Title  L-T-P-Credits 

1 ZZ xxx  Elective-I  x-x-x-3 

2 ZZ xxx  Elective-II  x-x-x-3 

3 ZZ xxx  Elective-III  x-x-x-3 

4 DT 797* / DT 798*  Ph.D. Seminar Course  0-2-0-2 
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Note:  

1. A Ph.D. student having M.Tech./ME/MPhil qualification has to complete at least 

two courses with a total minimum credit of 6. In addition, one Ph.D. seminar course 

needs to be completed by the applicant. 

* Ph.D. Seminar course can be taken either in Autumn or in Spring Semester or both as 
suggested by the Faculty Advisor/Thesis Supervisor. 
 

 
 
Courses for the Electives-I to VI: A student can opt from the PG courses being offered by 
any School/ Department/ Centre of IIT Indore as suggested by thesis supervisor. 
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Syllabi of the  
Courses of 

Defense Technology by 
Center of Futuristic 
Defense and Space 

Technology (CFDST) 
 
 
 
 
 
 
 
 
 
 
 
 
 

For the syllabus of courses with ‘CS’ or ‘EE’ 
course codes, please refer the course 
bulletins of Department of Computer 
Science and Engineering and Department 
of Electrical Engineering. 
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Course Code DT 601 
Title of course Engineering Mathematics 
Credit Structure L-T-P-Credits 

2-1-0-3 
Name of the Concerned 
Discipline 

Center of Futuristic Defense and Space Technology   

Pre-Requisite, if any None 
Scope of the course In this course, the students will be exposed to advanced mathematics and its 

application in the engineering domain. The content taught in this course will 
further help the students to understand the advanced courses listed in 
different baskets, such as Finite element methods (FEM), Computational 
Plasticity, etc.  

Course Syllabus Linear Algebra: Vectors and Matrices, Solving Linear Equations, Vector 
Spaces and Subspaces, Orthogonality, Eigenvalues and Eigenvectors. 
Tensor Algebra and Vector Calculus: Index notation, First order tensor, 2nd 
order tensor, Invariant of second order tensor, transformation of tensor, 
Polar decomposition Theorem, Gradient of a tensor, Divergence of a tensor 
field, Curl of a tensor field, Derivatives of the invariants of a second-order 
tensor,  Greens Theorem, Divergence Theorem, Stokes theorem.   
Differential Equations: Various types of ordinary differential equations 
(ODEs) and partial differential equations (PDEs), techniques to ODEs and 
PDEs.   
Transform Calculus: Laplace Transform, Fourier Transform, Wavelet 
Transform  
Statistics and Probability: Basics of Probability, Conditional Probability, 
Bayes theorem, Random variables, Variance and expectations, Probability 
distributions 

Suggested Books Textbooks: 
1. Gilbert Strang, “Introduction to Linear Algebra” 5th-Ed, Wellesley-
Cambridge Press, 2016, ISBN- 978-0980232776. 
2. Sheldon Ross, “A First Course in Probability-9e”, Pearson Education India, 
2013, ISBN: 978-9332519077. 
3. Erwin Kreyszig, Advanced Engineering Mathematics, Tenth Edition, Wiley, 
New York, 2010. 
 
Reference Books: 
4. Gary L. Peterson and James S. Sochacki, Linear Algebra, and Differential 
Equations, First Edition, Pearson, 2015. 
5. Douglas C. Montgomery and George C Runger: Applied Statistics and 
Probability for Engineers: Wiley (Sixth Edition): 2016: ISBN-13 978-
8126562947 



 

20 

 

 
Course Code DT 603 

Title of course Design of Experiments through Case Studies 

Credit Structure L-T-P-Credits 
1-2-0-3 

Name of the 
Concerned 
Discipline 

Center of Futuristic Defense and Space Technology   

Pre-Requisite, if 
any 

None 

Scope of the course In this course, the students will be exposed to various problems faced by 
defense R&D organizations and defense industries and defense forces. 
This would be a flip class. 

Course Syllabus Design of Experiments. 
 
Case studies on the problems faced by defense R & D organizations such 
as DRDO, ISRO, BHEL, ADE, ADA, etc. and defense Industries, defense 
forces.  

Suggested Books None 
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Course Code DT 651 

Title of course Systems Design Laboratory 

Credit 
Structure 

L-T-P-Credits 
0-1-4-3 

Name of the 
Concerned 
Discipline 

Center of Futuristic Defense and Space Technology   

Pre-Requisite, if 
any 

None 

Scope of the 
course 

This course will provide exposure experimental and modelling 
techniques required in defense. 

Course Syllabus • Systems design for ballistic loading applications 
• Fatigue assessment and life predication 
• Coupled simulations (Thermal/Fluid/Structural etc.) 
• Camouflaging of ground vehicles and Military Tanks 
• Target Tracking using IR signature mapping. 
• Real-time intrusion detection using Image analytics and IR mapping. 
• IR optimization for defense assets   

Suggested 
Books 

1. M. Andre,J. Meyers, Dynamic Behaviour of Materials, Wiley, 1994, 
ISBN: 9780471582625. 

2. John D. Anderson, Jr. Computational Fluid Dynamics the Basics with 
Applications, McGraw Hill Education, 2017, ISBN-13: 978-
1259025969. 

3. National Research Council, Defense Modeling, Simulation, and 
Analysis: Meeting the Challenge, National Academies Press (October 
22, 2006), ISBN: 978-0-309-10303-9. 

4. David L. Adamy, Introduction to Electronic Warfare Modeling and 
Simulation, Artech Print on Demand (October 31, 2002). 

5. Andreas Tolk, Engineering Principles of Combat Modeling and 
Distributed Simulation, John Wiley & Sons, 2012, ISBN: 978-1-118-
18031-0.  
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Course Code CIS 601 
Title of the Course Defence Strategic Communication Network 
Credit Structure L-T-P-Credits 

0-2-2-3 
Name of the 
concerned discipline 

CFDST 

Pre-requisite if any None 
Scope of Course The scope of the course is to orient students about concept, 

philosophy, operationalization, integration and practical 
handling of various strategic networks deployed by Defence 
forces. 

Course Syllabus • Experiments pertaining to operational communication 
concept and philosophy of defence forces, Network For 
Spectrum (NFS) 
 

• Experiments related to Army Static Switched 
Communication network (ASCON Phase 3 and Phase 4) 
 

• Experiments related to Defence Communication Network 
(DCN) 
 

• Experiments related to Integration of Tri-Services 
Communication, Futuristic Network Security of Backbone 
Networks Using Quantum Key Distribution (QKD) 
Practical on Techniques in Wired and Wireless Media 
Military Exercise (Outdoor Field Exercise) 

Suggested Books 1. Bruce S. Davie, Yakov Rekhter, MPLS: Technology and 

Applications (Morgan Kaufmann Series in Networking), 

Morgan Kaufmann Publishers, 2000, ISBN 

9781558606562 

2. Ina Minei and Julien Lucek, MPLS enabled operations, 

Wiley–Blackwell, 2005, ISBN 0470014539 
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Course Code CIS 603 
Title of the Course Military Tactical Communication Network 
Credit Structure L-T-P-Credits 

0-1-2-2 
Name of the Concerned 
Discipline 

CFDST 

Pre-requisite if any None 
Scope of the Course The objective of this course is to acquaint the students with 

all the communication systems being deployed in the 
Tactical Battle Area (TBA) with detail orientation of 
architecture and equipment used  

Course Syllabus Experiments related to: 
• Army Radio Engineering Network (AREN), Tactical 

Communication System (TCS) 
• Millitary Cellular Communication System (MCCS) 
• Emerging Technologies in Defence (AI, 5G and 

Satellite Communication) 
• Equipment – Radio Sets (STARSV Mk II, CNR 900 and 

HX) , Radio Relay and Field deployable EPABX (ULSB 
Mk II and SRAX Mk III) 

Suggested Books 1. Erik Dahlman, 5G NR: The Next Generation Wireless 
Access Technology, Academic Press, 2018, ISBN  
0128143231 

2. ⁠T S Rappaport, Wireless Communication-Principles 
and Practice, Pearson Education India, 2010,  ISBN  
9788131731864 

3. ⁠Stuart Russel and Peter Norvig Artificial 
Intelligence: A Modern Approach, Pearson, 2009, 
ISBN 0136042597   

4. Jochen Schiller, Mobile Communications, Pearson 
Education India, 2008, ISBN 8131724263 
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Course Code CIS 602 
Title of the Course Military Data Networks (Management, Analytics and Security 

Policies) 
Credit Structure L-T-P-Credits 

0-2-2-3 

Name of the 
concerned discipline 

 CFDST 

Pre-requisite if any None 
Scope of Course The scope of the course is to orient students about concept, 

philosophy, security, operationalization, integration and practical 
handling of data networks operational in defence forces with 
special emphasis on cyber security, end users, network elements 
and data centres.  

Course Syllabus The following practical to provide hands-on experience to 
students  on Military Communication Networks: 

• Configuration of Static/ Dynamic VLANs to include 
configuration of Trunk Port and routing among VLANs. 

• Useful commands; Network Configuration using Command 
Line Interface and Admin Configuration of Router and 
Switches  

• Demarcation of various zones in the network and 
implementing firewall policies. 

• Implementation of Domain Controller/ Active Directories 
and understanding the functioning of SIEM and FWs (to 
include Log Collectors) 

• Hardening of OS (Windows & Linux including BOSS). Policy 
settings, password management, good user practices. (f)   
Hand-on experience on windows cyber audit tools and 
hardening tools for End User and Network security 
perspective. 

Suggested Books 1. Behrouz A Forouzon, Data Communication and 

Networking with TCP/IP Protocol Suite,  McGraw Hill; 

Standard Edition, ISBN-13 978-9355320940 

2. James F Kurose and Keith W Ross, Computer Networking, 

Pearson Education; 8th edition, ISBN - 13 978-

9356061316 
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Course Code  CIS 604 
Title of the Course  Electro Magnetic Spectrum Operations (EMSO) 
Credit Structure  L-T-P-Credits  

0-1-2-2  
Name of the Concerned 
Discipline  

CFDST 

Pre–requisite, if any  None 
Scope of the Course  The objective of this course is to develop an understanding of 

exploiting SDRs and their Capabilities in developing field deployable 
solutions / Proof of Concepts for Field Army, develop in depth 
understanding on military use cases of state of art SDR & Cognitive 
Radio (Hardware and software) available in EMSO Laboratory and 
Off the Shelf.    

Course Syllabus  The following practical related to military use cases of state of art 
SDR & Cognitive Radio (Hardware and software) available in EMSO 
Laboratory and as well as equipment Off the Shelf: 
(a) Learn how to intercept, analyse and decode various 
communication signals (Legacy Military Radio signals). 
(b) Study methods of signal jamming and explore anti-jamming 
techniques (Electronic Warfare) 
(c)  Develop techniques to locate the source of a signal (Military 
Radios). 
(d) Analyse encrypted RF signals to identify potential vulnerabilities 
(RF signatures from friendly military radios). 
(e) Build a communication relay/repeater to extend the range of 
military communications. 
(f) Monitor and manage the electromagnetic spectrum to avoid 
interference and ensure efficient use (Frequency allocation and 
reuse in Tactical Battlefield Area). 
(g) Intercept and analyse communication between drones and their 
controllers. 
 

Suggested References 1. Walter H.W. Tuttlebee, Walter Tuttlebee, Software Defined 
Radio: Enabling Technologies by  

2. Huseyin Arslan, Cognitive Radio, Software Defined Radio and 
Adaptive Wireless Systems (Signals and Communication 
Technology)  

3. Mohammed C Aejaaz Mohammed C Aejaaz, Cognitive Radio,  
Software Defined Radios and Adaptive Wireless Systems, 
Cognitive Networks 

 
 

 


